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Abstract
In the competitive smartphone industry, Dogfooding is a corner-
stone for validating user experience and system stability before pub-
lic release. However, when vendors choose to partner with Original
Design Manufacturers (ODMs) to expand their portfolios (smart-
phones, IoT, and Wearable), traditional internal diagnostic tools
face significant scalability and security challenges when crossing
corporate boundaries. This paper presents a case study of a global
smartphone vendor that transitioned from a fragmented, manual
spreadsheet-based feedback loop to a re-engineered internal bug-
reporting and diagnostic ecosystem. We describe the technical and
process-level adaptations required to enable automated log collec-
tion and real-time feedback loops outside the company’s native
domain. Our findings demonstrate that this automation enabled
scaling the user testing base by over 500% and increasing the vol-
ume of actionable feedback by 14 times. Most notably, the system
resulted in a 15-fold increase in effective code changes and bug
fixes, significantly improving defect detection in diverse hardware-
software integrations. This approach enables global vendors to
bridge the quality gap between internal engineering standards and
external manufacturing partners, significantly accelerating time-
to-market for complex, distributed product portfolios.
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1 Introduction
Smartphones are an essential part of modern life, serving as cam-
eras, work tools, entertainment devices, and educational platforms.
Android is part of the mobile ecosystem, having the trust of the
users by the time that it’s been commercialized, and because it’s
powered by Google as an open source software in partnership
with OEM (Original Equipment Manufacturer) around the globe. In
addition to massive use, companies that manufacture tablets and
smartphones have a large market share to maintain and conquer,
since Android is the most popular platform for mobile devices [9].

After manufacturing, implementing, and testing mobile devices
in a development environment, one of the biggest challenges for
companies that produce and sell worldwide is ensuring their quality
in real-world conditions. Afterward, they will be used for differ-
ent goals, and different network conditions as each country has
divergent infrastructure, technology access [1, 2, 8, 11], and plans
to continue evolving [8]. For instance, Latin America has a constant
demand for extending the reach of mobile networks [3].

A key driver of this shift is the growing collaboration with Origi-
nal Design Manufacturers (ODMs), who are responsible for design-
ing and producing many of the hardware components and devices
that are later branded and sold by larger companies. ODMs often
operate outside the internal enterprise environment, yet require
access to diagnostic tools, feedback systems, and testing work-
flows to ensure product quality and compatibility. This dynamic
environment introduces the need for secure, scalable, and flexible
integration between internal systems and external stakeholders.

One strategy to overcome the challenge of product validation
in a real scenario using a diverse population is called Dogfooding
(also known within the company as User Trials), which refers to the
concept that companies provide their own products to employees
to use them as conventional customers [5, 10]. However, as organi-
zations expand their product ecosystems to include a broader range
of connected devices, such as smart watches, earbuds, and other
Internet of Things (IoT) products, the need to extend these internal
capabilities to external users introduces significant architectural
and operational challenges.

The introduction of external device support required a funda-
mental change in how these systems are operated. It was no longer
sufficient to rely on static rules, internal-only access, or tightly cou-
pled authentication mechanisms. Instead, the architecture had to
evolve to support dynamic decision making, secure external access,
and compatibility with devices that lacked privileged system access.
This transformation involved updating multiple interconnected
systems, introducing new authentication flows, and implementing
secure data sharing mechanisms, all while preserving the integrity
and functionality of existing internal workflows.

This paper details the technical and compliance strategies for
adopting Dogfooding with ODM partners. We share lessons on
decoupled architectures, secure data handling, and interoperability,
concluding with proposed improvements for system scalability.

2 Dogfooding Ecosystem Overview
During product development, validating user acceptance in real-
world scenarios is critical. To achieve this, companies often recruit
employees to participate in the validation and homologation of
pre-release prototypes, a practice commonly known as User Trials
or Dogfooding [5, 10]. The core concept is to democratize partic-
ipation across diverse departments (e.g., software development,
engineering, finance, sales, and marketing). This ensures a hetero-
geneous and statistically significant user base capable of simulating
authentic end-user behaviors, including varied geolocations, heavy
application usage, gaming performance, media consumption, bat-
tery drain, and standard telephony.
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Dogfooding aims to preemptively identify and resolve critical
defects that impact perceived product quality [5, 10]. Because quali-
tative feedback alone is insufficient for debugging, collecting system
logs is crucial for enabling developers to perform root-cause analy-
sis and resolve issues before public release.

Successfully adopting Dogfooding requires a robust architectural
solution that empowers users to seamlessly report issues while en-
abling engineering teams to manage configurations and collect
system logs. To this end, a global smartphone vendor developed a
proprietary ecosystem to support its Dogfooding operations, struc-
tured as follows.

• Log Collection Application: A system-privileged Android
application extracts comprehensive device logs (e.g., ap-
plication crashes, Wi-Fi, Bluetooth, and cellular network
states) directly from the trial device. It simultaneously cap-
tures user-provided feedback, including media evidence (im-
ages/videos), timestamps, and reproduction steps.

• Secure Web Server: A centralized backend receives the
diagnostic payloads and automatically provisions a task in
Jira. For security and intellectual property protection, this
server is strictly accessible only by internal employees.

• Issue Triage: The generated Jira ticket undergoes a triage
phase and is routed to the appropriate engineering domain.

• Resolution Workflow: The assigned engineering team re-
trieves the logs from the web server, performs root-cause
analysis, and resolves the issue, either through Android
source code modifications or by documenting the expected
technical behavior.

Beyond traditional smartphones, the OEM is expanding its port-
folio to include connected devices such as IoT and Wearable. De-
pending on the corporate strategy, the development life cycle for
these products follows one of three models: (i) strictly in-house
hardware and software development; (ii) a hybrid approach (e.g.,
internal hardware paired with third-party software, or vice versa);
or (iii) fully outsourced hardware and software development.

In the latter scenario, Original Design Manufacturers (ODMs)
play a pivotal role. By leveraging the ODM’s specialized manufac-
turing expertise, companies can acquire hardware, apply brand cus-
tomizations [7], and significantly accelerate time-to-market while
mitigating extensive development overhead.

Because ODMs operate as external entities, they are inherently
isolated from the OEM’s secure internal Dogfooding ecosystem.
Nevertheless, these externally manufactured devices must undergo
the same rigorous product development and quality assurance
phases, including Dogfooding. Ensuring secure diagnostic pipelines
across the IoT supply chain requires overcoming significant coor-
dination and firmware integration challenges between OEMs and
ODMs [6]. Therefore, this paper explores the technical and proce-
dural integration of ODM partners into an established Dogfooding
ecosystem, demonstrating how to effectively validate the reliability
of connected devices under real-world usage conditions.

3 ODM Dogfooding Process
The fundamental premise of this context is the use of an IoT or
Wearable manufactured by an ODM, paired with a smartphone.
The interaction between these devices is facilitated by a companion

application, available via the Google Play Store, which must be
installed on the smartphone to establish communication between
the Android system and the IoT peripherals.

The primary focus of this specific User Trial category is the ODM
hardware. However, maintaining a stable connection between the
peripheral and the smartphone is critical for functional verification.
Many IoT devices lack a dedicated Graphical User Interface (GUI)
and rely entirely on this pairing for initial configuration and con-
tinuous data transmission. Numerous use cases can trigger system
failures, necessitating detailed logs for root-cause analysis, particu-
larly concerning Wi-Fi and Bluetooth connectivity issues that must
be investigated across both devices.

By adopting global connectivity standards, these IoT devices are
expected to be compatible with smartphones from various manu-
facturers. This cross-vendor compatibility is a highly relevant and
feasible scenario when selecting a representative user base for Dog-
fooding. Consequently, the following conditions were established
for conducting Dogfooding in this context:

• Employees from both the primary vendor and the ODM can
be recruited for the Dogfooding;

• Smartphones from either the primary vendor or third-party
brands may be used (provided they run the Android operat-
ing system);

• The companion application must provide a secure mecha-
nism for sharing diagnostic logs from the associated IoT or
Wearable device.

Since the internal systems designed for the Dogfooding process
were originally restricted to the vendor’s employee credentials and
system-privileged applications, several architectural adaptations
were implemented to securely accommodate external devices and
users.

ODM Domain User Device (Smartphone) Vendor Domain

IoT Device

Companion App

Bug Report
Lite App

Logs

Central Server
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Log Collection
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d

Auto-Task

Figure 1: Cross-boundary interaction model between ODM
hardware and Vendor infrastructure.

• ExternalAuthentication: Implementation of an IT-approved
registration and authentication method via a dedicated SDK,
allowing the creation of external profiles within a domain
controlled by the vendor.

• Lite Application Development: Development of a "Lite"
version of the Android reporting application. As illustrated
in Figure 1, this application interfaces with the Companion
App to extract IoT logs and enables feedback submission on
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third-party smartphones, despite possessing fewer system-
level capabilities than the internal version.

• Profile Validation: External users authenticate their pro-
files directly with the platform server responsible for receiv-
ing and storing problem reports.

• Device Whitelisting: Mandatory pre-registration of the
external device’s serial number. Without this registration,
the system prevents report submission even for users with
valid credentials. This additional security layer mitigates
malicious usage and protects against unauthorized access.

• Isolated Infrastructure: The centralized server remains
inaccessible to any party outside the vendor’s internal net-
work.

• Automated Triage: Upon receiving a report, the server au-
tomatically opens a task in the vendor’s internal Jira, which
is then triaged by specialized teams.

• Data Segregation: If the issue is related to the vendor’s
smartphone, it is assigned to the internal team. If the defect
lies within the ODM device, a task is created in an external
Jira accessible to the partner. In this case, only the relevant
logs for the specific device are attached, ensuring that only
strictly necessary diagnostic data is shared.

To standardize communication across heterogeneous compo-
nents developed by different ODMs, the implementation of Android
Content Providers was established. An Android Content Provider
is a fundamental component responsible for managing access to a
centralized data repository. It provides a standardized interface for
data exchange and inter-process communication (IPC), allowing
applications to securely share data with other authorized applica-
tions [4].

4 Results and Discussion
Prior to the implementation of the proposed process and the expan-
sion into IoT and Wearable devices, the vendor and its ODMs al-
ready had an established partnership for smartphone development.
However, the legacy Dogfooding procedure was costly, complex,
and entirely manual. This legacy process operated as follows.

• An online spreadsheet was created for each specific product
under test.

• Participants were required to manually enter their personal
information and device details. Furthermore, feedback was
provided without any system logs; at best, users provided
manual reproduction steps for the encountered issue.

• ODM developers were responsible for reviewing this spread-
sheet daily and interactingwith users asynchronously through
spreadsheet comments, as there was no direct communica-
tion channel (e.g., chat). If a reported problem persisted, a
task was manually created in the external Jira. Once resolved,
the fix details and the target software version were docu-
mented back in the spreadsheet so that the user could verify
the solution.

By applying the new process and adapting the internal diagnostic
systems, the Dogfoodingworkflowwas automated, streamlining the
operational steps and making them significantly more effective and
practical. Consequently, overall productivity increased drastically.

Table 1 presents a comparative analysis of metrics from recent
projects utilizing the new automated ecosystem compared to his-
torical data from legacy manual projects. In this study, actionable
feedback is defined as reports containing sufficient technical meta-
data (logs and system state) to allow engineers to begin root-cause
analysis without further user interaction. Verified bugs are reports
confirmed during triage as valid defects, and effective code changes
refer to specific commits in the version control system that directly
resolved a Jira task originated from the dogfooding process.

Table 1: Comparison of Productivity Metrics: Automated vs.
Legacy Manual Process

Process Type Project Users Jira Tasks Code Changes

Automated
1 - A 187 1957 1198
2 - B 193 1987 584
3 - C 57 1136 378

Legacy (Manual)
4 - D 18 122 25
5 - E 19 79 3
6 - F 33 164 115

Automation of the diagnostic process allowed for the inclusion
and management of a significantly larger user population. In the
automated model, the average number of participants scaled from
roughly 23 to 145 users per project. Although individual project
scopes vary, the projects compared in Table 1 represent Wearable
devices sharing a similar software baseline. To ensure a fair compar-
ison, we selected projects with equivalent development milestones,
covering the entire pre-release validation phase and involving mul-
tiple software iterations. These projects were developed through
hybrid and fully outsourced models, all necessitating a compan-
ion application for proper device interaction and diagnostic data
collection.

Automated log integration into Jira tasks facilitated faster analy-
sis and resolution, eliminating manual spreadsheet bottlenecks, and
significantly increasing the volume of actionable feedback. Most
importantly, the quality and actionability of the feedback improved.
While the manual process resulted in an average of only 47 code
changes per project, the automated log-enabled process facilitated
an average of 720 effective code changes and bug fixes. This shows
that providing developers with automated logs and direct tool inte-
gration leads to a higher rate of actual defect resolution.

5 Lessons Learned
Developing and maintaining large-scale Dogfooding ecosystems is
complex, and expanding the operation to include ODMs has added
another layer of difficulty. Nevertheless, the resulting productivity
gains justified the technical effort. Therefore, we outline the lessons
learned regarding the Dogfooding ecosystem.

The development team initially planned to create an Android
AAR (Android Archive) library to expose the APIs that commu-
nicate with the server. This library would have an interface that
allows users to fill in the information required to report a bug.
However, other applications are part of the Dogfooding ecosystem,
and they rely on the report app to get information stored in the
database, take actions via broadcast receivers, and create bug re-
ports directly, not requiring the user to fill in anything. Despite the
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fact that Android AARs support their own databases and broadcast
receivers, we couldn’t overcome the fact that a centralized source
of data orchestrated interactions better between Dogfooding and
Companion apps.

Architecting the solution with a single app that communicates
with others and controls the business rules was the best approach to
ensure that the internal tools remained functional, even when used
by external users, and to reuse almost all the codebase of the more
robust internal app. Removing the capability of managing deep
Android log systems resulted in the creation of a lighter version of
the same application, which significantly accelerated the integration
with ODMs.

Providing a regular app to get crucial information from IoT de-
vices across different mobile manufacturers was very challenging:
since a system app cannot be shared due to its reliance on the in-
ternal vendor build, the number of permissions to get necessary
information is strictly limited. Developing a safe mechanism that
works for any Android model was crucial, because the main func-
tionality of this "Lite" app (figure 1) is to provide a user report with
the necessary logs to validate the product.

A critical aspect of crossing corporate boundaries involved navi-
gating stringent data privacy requirements. The vendor’s security
and legal teams mandated that for every report submitted to an ex-
ternal ODM, users must provide explicit consent. To meet stringent
privacy requirements, we implemented a mandatory disclosure
dialog for reports shared with external ODMs. This ensures ex-
plicit user consent and transparency regarding potential Personally
Identifiable Information (PII), balancing the need for deep technical
diagnostics with data protection in a distributed environment.

Investing in software documentation and providing a guideline
for ODM developers to follow the Content Provider pattern, also
detailing the methods that they must have in the Companion App,
was a key aspect to achieve great results.

This productivity boost is also critical because Dogfooding cy-
cles are extensive and continuous, encompassing multiple software
releases. In the manual process, tracking issues over various re-
leases often resulted in loss of information. The automated ecosys-
tem mitigates this by embedding the exact software build version
into every diagnostic payload. This ensures continuous traceability,
empowering users to verify fixes across sequential updates, and
allowing engineers to reliably monitor defect lifecycles throughout
the project.

Validating the user experience and system stability of an ever-
expanding portfolio of IoT and Wearable devices is a major chal-
lenge for global smartphone vendors. This experience report demon-
strated that expanding internal Dogfooding practices to external
Original Design Manufacturers (ODMs) is not only feasible but
highly effective when supported by the right architectural adapta-
tions.

By transitioning from a fragmented, manual spreadsheet-based
process to an automated, log-enabled reporting ecosystem, the
company successfully bridged the quality gap between internal
engineering and external manufacturing. As demonstrated, this
approach enabled scaling the user testing base by over 500% and
increased the volume of actionable feedback by 14 times, ultimately
resulting in a 15-fold increase in effective bug fixes. The decision to

centralize data via a "Lite" application and standardize communica-
tion through Android Content Providers proved crucial in overcom-
ing the security and scalability constraints of crossing corporate
boundaries.

Unlocking the boundaries of the company and integrating with
ODMs seamlessly has opened new possibilities to expand the Dog-
fooding operation even further. As future work, we plan to evolve
the platform’s architecture to support data collection and reporting
beyond the Android operating system, ensuring comprehensive
quality assurance across a truly agnostic device ecosystem.

Artifact Availability
The study does not have any artifact available.
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